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UNIVERSAL VEHICLE BASED GARAGE DOOR 
OPENER CONTROL SYSTEM AND METHOD 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

5 This invention relates to vehicle based universal control systems and 

methods for remotely controllable garage door opening systems. 

2. Background Art 

Garage door openers, security gates and the like may be operated 
from a remote control. As an example only, the remote control system may be a 
10 remotely controlled garage door opener (GDO) having a receiver associated with the 
GDO, and at least one remote transmitter, which could be placed or carried in an 
automotive vehicle for use within the vehicle to operate the GDO system. 

Customer wishes and safety considerations suggest the desirability for 
integrating such a remote control into the interior of the automotive vehicle. In that 

15 regard, it is known to provide a programmable or "trainable" garage door 
transceiver in a vehicle, where the transceiver receives and learns characteristics of 
a GDO activation signal from an existing GDO remote transmitter and then, when 
prompted by a user, generates and transmits an activation signal having the same 
characteristics in order to operate the GDO system. One problem with such devices 

20 is the need to put a complex electronic device within an automobile, where space is 
at a premium. Another problem with such devices is the difficulty experienced by 
users programming such devices to work with their GDO systems. 

Another proposed solution is a device that must be wired into the 
existing GDO circuit in order to operate. However, installation of such a device 
25 may be beyond the capabilities of some users. Yet another proposed solution is to 
place an existing GDO remote transmitter into a wall-mountable device that includes 
a receiver. A transmitter in the vehicle configured to operate with the device 
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transmits a signal for receipt by the device receiver. The device mechanically 
operates the existing GDO remote transmitter based on the received signals from the 
vehicle transmitter. A difficulty associated with this device is designing a housing 
or receptacle capable of actuating the buttons employed in the wide range of 
5 available GDO remote transmitters. 

What is needed is a universal vehicle-based remote control system 
and method that does not require complex electronics within the vehicle, does not 
require wiring into the GDO system, and is more easily set up by a vehicle owner. 
The present invention provides a vehicle-based control system and method that is 
10 compatible with a wide variety of GDO systems, and is capable of interaction with 
a user to determine operating characteristics of the user's GDO system. 

SUMMARY OF THE INVENTION 

Accordingly, the present invention provides a vehicle-based control 
system and method for use with a barrier operating system. 

15 According to one embodiment of the present invention, a vehicle- 

based control system is provided for use with a barrier operating system. The 
barrier operating system comprises a motor for opening and closing a barrier, a 
receiver in communication with the motor, and a remote transmitter for transmitting 
an activation signal, the activation signal comprising a radio frequency carrier signal 

20 modulated with a codeword, the activation signal for receipt by the receiver for use 
in activating the motor to open and close the barrier. The control system comprises 
a transceiver to be mounted in a vehicle and configured to receive a plurality of 
radio frequency carrier signals, and transmit an activation signal for receipt by the 
barrier operating system receiver. The control system further comprises a controller 

25 to be mounted in a vehicle in communication with the transceiver and a user input 
device. The controller is configured to store the plurality of received radio 
frequency carrier signals, and receive user input identifying an activation scheme 
having at least a variable codeword format associated therewith. In response to user 
input, the controller is further configured to generate a variable codeword based on 
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the identified activation scheme, select one of the plurality of stored carrier signals, 
and control the transceiver to transmit an activation signal comprising the selected 
carrier signal modulated with the generated variable codeword. 

According to another embodiment of the present invention, a vehicle- 
5 based control system is provided for use with a barrier operating system. The 
barrier operating system comprises a motor for opening and closing a barrier, a 
receiver in communication with the motor, and a remote transmitter for transmitting 
an activation signal, the activation signal comprising a radio frequency carrier signal 
modulated with a fixed codeword, the activation signal for receipt by the receiver 

10 for use in activating the motor to open and close the barrier. The control system 
comprises a transceiver to be mounted in a vehicle and configured to receive an 
activation signal from the barrier operating system transmitter, and transmit an 
activation signal for receipt by the barrier operating system receiver. The control 
system further comprises a controller to be mounted in a vehicle in communication 

15 with the transceiver and a user input device. The controller comprises a digital 
radio frequency memory and is configured to store the fixed codeword of the 
received activation signal, sample the carrier signal of the received activation signal, 
and control the transceiver to transmit an activation signal comprising the sampled 
carrier signal modulated with the stored fixed codeword in response to user input. 

20 According to another embodiment of the present invention, a vehicle- 

based control method is provided for use with a barrier operating system. The 
barrier operating system comprises a motor for opening and closing a barrier, a 
receiver in communication with the motor, and a remote transmitter for transmitting 
an activation signal, the activation signal comprising a radio frequency carrier signal 

25 modulated with a codeword, the activation signal for receipt by the receiver for use 
in activating the motor to open and close the barrier. The control method comprises 
identifying an activation scheme having at least a variable codeword format 
associated therewith, generating a variable codeword based on the identified 
activation scheme, and selecting one of the plurality of stored carrier signals. The 

30 selected carrier signal and the generated variable codeword are for use in 
transmitting an activation signal. 
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The following detailed description and accompanying drawings set 
forth preferred embodiments of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIGURE 1 is a simplified, exemplary block diagram of one 
5 embodiment of the control system of the present invention; 

FIGURE 2 is a simplified diagram of an exemplary environment for 
the present invention; 

FIGURE 3 is a simplified flowchart depicting an exemplary variable 
codeword technique for a barrier operating system; 

10 FIGURE 4 is a simplified, exemplary flowchart depicting a portion 

of one embodiment of the control method of the present invention; 

FIGURE 5 is a simplified, exemplary flowchart depicting another 
portion of one embodiment of the control method of the present invention; and 

15 FIGURE 6 is a simplified, exemplary block diagram of a user 

interface or input/output device for use in one embodiment of the control system of 
the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT(S) 

Referring now to the FIGURES, the preferred embodiments of the 
control system and method of the present invention will be described. As previously 
discussed, garage door openers, security gates and the like may be operated from 
a remote control. The remote control system may be a remotely controlled garage 
door opener (GDO) having a receiver associated with the GDO, and at least one 
remote transmitter, which could be placed or carried in an automotive vehicle for 
use within the vehicle to operate the GDO system. 



20 
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As also previously noted, it is desirable to integrate such a remote 
control into the interior of the automotive vehicle. In that regard, it is known to 
provide a programmable or "trainable" garage door transceiver in a vehicle, where 
the transceiver receives and learns characteristics of a GDO activation signal from 
5 an existing GDO remote transmitter and then, when prompted by a user, generates 
and transmits an activation signal having the same characteristics in order to operate 
the GDO. One problem with such devices is the need to put a complex electronic 
device within an automobile, where space is at a premium. Another problem with 
such devices is the difficulty experienced by users programming such devices to 
10 work with their GDO systems. 

It is also known to provide a device that is wired into the existing 
GDO circuit in order to operate the GDO system. However, installation of such a 
device may be beyond the capabilities of some users. Yet another proposed solution 
is to place an existing GDO remote transmitter into a wall-mountable device that 

15 includes a receiver. A transmitter in the vehicle configured to operate with the 
device transmits a signal for receipt by the device receiver. The device 
mechanically operates the existing GDO remote transmitter based on the received 
signals from the vehicle transmitter. A difficulty associated with this device is 
designing a housing or receptacle capable of actuating the buttons employed in the 

20 wide range of available GDO remote transmitters. 

What is needed is a universal vehicle-based remote control system 
and method that does not require complex electronics within the vehicle, does not 
require wiring into the GDO system, and is more easily set up by a vehicle owner. 
The present invention provides a vehicle-based control system and method that is 
25 compatible with a wide variety of GDO systems, and is capable of interaction with 
a user to determine operating characteristics of the user's GDO system. 

Referring now to FIGURE 1 , a simplified, exemplary block diagram 
of one embodiment of the control system of the present invention is shown, denoted 
generally by reference numeral 10. As seen therein, the system (10) comprises a 
30 transceiver (12) provided in communication with a controller (14). Transceiver (12) 
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is also provided in communication with an antenna (16) for use in receiving and 
transmitting various signals (18, 20), as will be described in greater detail below. 

Controller (14) is also provided in communication with user input and 
output devices (22, 24), through which controller (14) provides and receives 
5 information to and from a user (not shown). As will be described in greater detail 
below, it should be noted that user input and output devices (22, 24) may be 
embodied in a single user interface device. Controller (14) preferably comprises a 
processor (26) and a Digital Radio Frequency Memory (DRFM) (28) for use in 
practicing various aspects of the present invention, as will also be described in 
10 greater detail below. 

FIGURE 2 depicts a simplified diagram of an exemplary environment 
for the present invention. As seen therein, system (10), including transceiver (12), 
controller (14), antenna (16), and user input and output devices (22, 24) {see, 
FIGURE 1), is to be mounted and/or integrated together or separately into the 
15 interior of an automotive vehicle (60), such as for example in a headliner, rearview 
mirror, sun visor, dashboard, console, pillar, steering wheel, door panel, panel, seat 
or any other interior vehicle location or locations accessible to a vehicle occupant. 

As previously noted, the present invention is for use with a remotely 
controllable barrier operating system, such as a security gate system or a GDO 

20 system (62). In that regard, such systems typically include a barrier, such as a 
security gate or garage door (64), a motor (66) connected to the gate or garage door 
(64) through a drive chain, drive belt, drive shaft or screw gear (68), a radio 
frequency receiver (70) in communication with the motor (66), and at least one 
remote transmitter (72). The remote transmitter (72) is used by an operator (not 

25 shown) to transmit a radio frequency activation signal (18) for receipt by the GDO 
system receiver (70). Upon receipt of such an activation signal (18), the receiver 
(70) activates the motor (66) in order to open or close the barrier (64). 

More specifically, in remotely controlled GDO systems (62), a 
remote control transmitter (72) transmits a radio frequency activation signal (18) in 
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response to the user (not shown) pressing an activation button (77a, 77b) on the 
transmitter (72). In a typical system, one button (77a) on the remote transmitter 
(72) may be provided for opening and closing the garage door (64), and another 
button (77b) may be provided for turning on or off a light (78). 

5 As is well known in the art, the activation signal (18) is generated by 

modulating a radio frequency carrier signal with a data word. The simplest form 
of modulation is on-off keying, although various other types of modulation are 
known, including polar, bipolar, duobinary, Manchester, and the like. With on-off 
modulation, a binary "one" in the data word results in transmission of the radio 
10 frequency carrier signal, and a binary "zero" results in no transmission of the 
carrier signal. 

The data word used to modulate the carrier signal is typically made 
up of a number of different parts. First, the data word includes one or more bits to 
indicate a function (i.e., which button on the transmitter was pushed, such as the 

15 button for opening/closing the garage door or the button for activating/deactivating 
a light). Second, the data word includes a transmitter identification (ID), which 
allows the GDO system receiver (70) to determine if a received activation signal 
(18) was transmitted by a recognized remote transmitter (72), and which remote 
transmitter (72) was activated. Third, the data word includes a codeword to prevent 

20 unauthorized or accidental activation of the garage door opener. 

As is also well known in the art, in many older GDO systems, the 
same codeword is used each time the remote transmitter sends an activation signal, 
such that the codeword is referred to as "fixed." In such systems, both the remote 
transmitter (72) and the GDO system receiver (70) are typically programmed by a 
25 user with the same fixed codeword, such as by similarly setting switches in each. 
Such switches, which may be Dual Inline Programmable (DIP) switches, can be 
changed or re-set by the user if desired. Since both the remote transmitter (72) and 
the GDO receiver (70) are programmed with the same fixed codeword, the GDO 
system acts to open or close the garage door (64) (or activate or deactivate a light 
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(78)) each time an activation signal (18) from the remote transmitter (72) is received 
by the GDO system receiver (70). 

For increased security, newer GDO systems utilize a different 
codeword each time the activation signal is sent by a remote transmitter, such that 
5 the codeword is referred to as "rolling" or "variable." FIGURE 3 shows a 
simplified flowchart depicting an exemplary variable codeword technique for a 
barrier operating system, such as a GDO system. 

As seen therein, and with continuing reference to FIGURE 2, in a 
typical variable code GDO system (62), a manufacturer's key (80), a crypt key 

10 algorithm (82), and an encryption algorithm (84a, 84b) may be stored in both the 
remote transmitter (72) and the GDO system receiver (70). The GDO receiver (70) 
is placed in a "learn" mode, and the user activates the remote transmitter (72) to 
send an activation signal (18). In that regard, the remote transmitter (72) uses the 
stored crypt key algorithm (82) to generate a crypt key (86) based on its stored 

15 transmitter ID (88) and the stored manufacturer's key (80). Alternatively, remote 
transmitter (72) may use the stored crypt key algorithm (82) to generate a crypt key 
(86) based on the stored manufacturer's key (80) and a random number (89), which 
may be referred to as a "seed." Using the stored encryption algorithm (84a), the 
remote transmitter (72) then generates a variable codeword (90) based on the crypt 

20 key (86) and a stored counter value (92). 

The activation signal (18) sent by the remote transmitter (72) includes 
a carrier signal modulated with the variable codeword (90) and the transmitter ID 
(88). That activation signal (18) is received by the GDO system receiver (70) 
which, as noted above, has been placed in a "learn" mode, such as by activating a 

25 switch (not shown) on the receiver (70). Using the stored crypt key algorithm (82), 
the GDO system generates the crypt key (86) for that remote transmitter (72) based 
on the stored manufacturer's key (80) and the transmitter ID (88) conveyed by the 
received activation signal (18). Alternatively, using the stored crypt key algorithm 
(82), the GDO system (62) may generate the crypt key (86) for that remote 

30 transmitter (72) based on the stored manufacturer's key (80) and the random number 



-8- 



LEAR 04013 PUS 



or "seed" (89). In that regard, to do so, remote transmitter (72) must transmit 
random number or "seed" (89) to GDO receiver (70) during the "learn" mode of 
the GDO system (62). Remote transmitter (72) may be activated to transmit random 
number or "seed" (89) in any fashion known in the art, such as by a particular 

5 combination or combinations of button pushes on remote transmitter (72) by an 
operator. Using the stored encryption algorithm (84b), the GDO system then 
generates and stores a counter value (94) based on the crypt key (86) for that remote 
transmitter (72) and the variable codeword (90) conveyed by the received activation 
signal (18). In such a fashion, the GDO system receiver (70) has been "trained" to 

10 the remote transmitter (72). 



Having been successfully "trained," the GDO system (62) exits the 
"learn" mode, and enters an "operating" mode. Thereafter, actuation of the remote 
transmitter (72) again sends an activation signal (18) that includes a carrier signal 
modulated with a variable codeword (90) and the transmitter ID (88). Upon receipt 

15 of the activation signal (18), using the stored encryption algorithm (84b), the GDO 
system generates a counter value (94) based on the variable codeword (90) conveyed 
by the received activation signal (18) and the stored crypt key (86) for that remote 
transmitter (72), which the GDO system retrieves based on the transmitter ID (88) 
also conveyed by the received activation signal (18). In such a fashion, if the 

20 variable codeword (90) conveyed by the received activation signal (18) "decrypts" 
(84b) to a counter value (94) that matches or is within a predefined range of the 
counter value maintained by the GDO system, the GDO system activates the motor 
(66) to open or close the garage door (64) (or activate or deactivate a light (78)). 



In that regard, it should be noted that, as is well known in the art, 
25 encryption/decryption algorithms (84a, 84b) may be the same. It should also be 
noted that if the transmitter ID (88) conveyed by a received activation signal (18) 
does not match a transmitter ID (88) stored by the GDO system, then that activation 
signal (18) is ignored by GDO system (62), which takes no action. It should still 
further be noted that where GDO system (62) uses crypt key algorithm (82) to 
30 generate crypt key (86) based on manufacturer's key (80) and random number or 
"seed" (89), that random number or "seed" (89) is transmitted by remote transmitter 
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(72) to GDO receiver (70) only during the "learn" mode for GDO system (62). 
That is, random number or "seed" (89) is not thereafter transmitted by remote 
transmitter (72) as part of an activation signal (18) for receipt by GDO receiver (70) 
during the normal "operating" mode of GDO system (62). 

5 In a typical GDO system (62),. the same radio frequency carrier signal 

is modulated by the codeword each time the activation signal is transmitted, 
although different carrier frequencies may be used in different GDO systems and by 
different system manufacturers. Significantly, however, as is well known in the art, 
all carrier signals used in the various manufacturers' GDO systems are required by 

10 regulation to fall within a pre-defined band of the radio frequency spectrum. As is 
also well known in the art, in addition to either a "fixed" or "variable" codeword 
format and different carrier frequencies, activation signals for different remotely 
controlled GDO systems can have different data formats (number and location of 
bits), different baseband modulation techniques (how ones and zeros are represented 

15 in a digital signal, e.g., on-off, polar, bipolar, duobinary, Manchester, etc.), and 
different broadband modulation techniques (how the carrier is modulated with the 
digital signal, e.g., on-off keying, frequency modulation, etc.) The various possible 
combinations of these characteristics, including carrier frequencies, codeword 
formats, data formats, baseband modulation techniques, broadband modulation 

20 techniques, etc., may be referred to as activation schemes. In that regard, such 
characteristics of activation schemes, as well as variable codeword techniques, are 

discussed in U.S. Patent Application Serial No. / , , entitled "Radio Relay 

Appliance Activation," filed on the same date as the present application, which is 
commonly owned by the assignee of the present application, and which is hereby 

25 incorporated by reference in its entirety. 

Referring next to FIGURES 4 and 5, simplified, exemplary 
flowcharts depicting portions of the control method of the present invention are 
shown, denoted generally by reference numeral 30. As seen in FIGURE 4, and 
with continuing reference to FIGURES 1-3, according to the control method (30) 
30 of the present invention, antenna (16), transceiver (12), and controller (14) may be 
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used to receive (32) an activation signal (18) transmitted from a GDO system remote 
transmitter (see (72) in FIGURE 2). 

Controller (14) looks for baseband data including a codeword in the 
received activation signal (18) in order to determine (34) whether or not the 
5 codeword is fixed. In that regard, a remote transmitter (72) is typically placed in 
close proximity to transceiver (12) while transmitting an activation signal (18). As 
a result, activation signal (18) will be considerably stronger than any background 
radio frequency noise or interfering signals. Since the received activation signal 
(18) will be strong, controller (14) may use a well known envelope detector to 
10 retrieve the codeword from received activation signal (18). 

If the codeword is fixed, controller (14) stores (36) that fixed 
codeword, and samples (38) the radio frequency carrier of the received activation 
signal (18). As previously discussed, controller (14) preferably uses a DRFM (28) 
for sampling (38) the radio frequency carrier of the received activation signal (18). 

15 The stored fixed codeword and the sampled radio frequency carrier signal are 
subsequently used by the controller (14) to control transceiver (12) to transmit (40) 
an activation signal (20) for actuating the GDO system (62), the activation signal 
(20) comprising the sampled carrier signal modulated by the fixed codeword. It 
should be noted that the activation signal (20) is transmitted (40) in response to input 

20 from a user via user input device (22). In that regard, DRFM (28), including its use 
in sampling, generating and/or transmitting a radio frequency carrier, is described 
in U.S. Patent Application Serial No. 10/306,077, entitled "Programmable 
Transmitter And Receiver Including Digital Radio Frequency Memory," filed 
November 27, 2002, which is commonly owned by the assignee of the present 

25 application, and which is hereby incorporated by reference in its entirety, as well 

as in U.S. Patent Application Serial No. / , , entitled "Radio Relay 

Appliance Activation," previously incorporated by reference in its entirety. 

Alternatively, if controller (14) determines (34) that the codeword is 
not fixed (e.g., if controller (14) determines (34) that the codeword is variable), 
30 controller (14) preferably receives input from a user (not shown) via user input 
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device (22) in order to identify (44) (see FIGURE 5) an activation scheme including 
at least a variable codeword format. Referring now to FIGURE 5, and with 
continuing reference to FIGURES 1-4, after the controller (14) identifies (44) an 
activation scheme comprising at least a variable codeword format, controller (14) 
5 generates (46) a variable codeword and selects (46) a stored carrier signal. In that 
regard, preferably during set-up of the system (10), such as at a factory, antenna 
(16), transceiver (12) and controller (14) have previously received and stored (42) 
a plurality of radio frequency carrier signals. The generated variable codeword and 
the selected stored carrier signal are subsequently used by the controller (14) to 
10 control transceiver (12) to transmit (48) an activation signal (20) for actuating the 
GDO system (62), the activation signal (20) comprising the selected stored carrier 
signal modulated by the generated variable codeword. In that regard, the activation 
signal (20) is transmitted (48) in response to input from a user via user input device 
(22). 

15 It should be noted that the simplified flowcharts depicted in 

FIGURES 4 and 5 are exemplary of the method (30) of the present invention. In 
that regard, the various activities and steps described in connection with the method 
(30) of the present invention could be executed in sequences other than those shown 
in FIGURES 4 and 5, including the execution of a subset of the activities and steps 

20 shown and/or the execution of one or more activities or steps simultaneously. For 
example, if a user knows that the user's GDO system (62) has a variable code 
format, the user need not activate the GDO system remote transmitter (72) to 
transmit an activation signal (18) for receipt (32) by transceiver (12) via antenna 
(16). Instead, the user could simply proceed to input information, such as by 

25 pressing one or more buttons or combinations of buttons on user input device (22), 
that identifies (44) to controller (14) an activation scheme comprising at least a 
variable code format. 

With reference to FIGURES 1-5, the present invention preferably has 
initialization and operating modes. In the initialization mode, the present invention 
30 is initialized to work with either a fixed code or a variable code GDO system. More 
particularly, as an example only, a user first places the system (10) in an 
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initialization mode. The user then places a GDO system remote transmitter (72) 
near the system (10), and activates the remote transmitter (72) by pressing its 
actuation button (77a) in order to transmit an activation signal (18) which is received 
by transceiver (12) via antenna (16). 

5 As previously described, if the activation signal (18) includes a fixed 

codeword, that codeword is stored (36) and the carrier signal of the activation signal 
(18) is sampled (38). Thereafter, in an operating mode, when a user actuates the 
system (10), such as by pushing a button on user input device (22), the system (10), 
using transceiver (12) and antenna (16), transmits (40) an activation signal (20) for 
10 receipt by the GDO system receiver (70) to activate the GDO system, the activation 
signal (20) comprising the sampled carrier signal modulated by the stored fixed 
codeword. 

Alternatively, if, as also previously described, activation signal (18) 
15 from the GDO system remote transmitter (72) does not include a fixed codeword 
(e.g. , activation signal (18) includes a variable codeword), the system (10) provides 
an indication to the user (not shown) via user output device (24) that additional 
action by and/or information from the user is required. In that event, still in an 
initialization mode, the user then inputs information, such as by pressing one or 
20 more buttons or combinations of buttons on user input device (22), that identifies 
(44) to controller (14) an activation scheme comprising at least a variable codeword 
format. 

In that regard, any number of techniques may be utilized to provide 
a user with the information necessary to identify the user's GDO system (62), and 

25 to thereby identify (44) an activation scheme to controller (14). For example, via 
user output device (24), controller (14) could prompt the user to call a toll-free 
telephone number, after which an operator could assist the user in identifying the 
user's GDO system (62). Alternatively, GDO system manufacturers could 
voluntarily place identifiers on the exterior of the GDO system remote transmitters 

30 (72), which could be a numeric code. Still further, automobile manufacturers could 
provide a list of GDO system manufacturers and other information, such as system 
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photographs and/or descriptions, in the vehicle owner's manual. The user could 
also be prompted by controller (14), via user output device (24), to visit a particular 
website in order to obtain information identifying the user's GDO system (62). 
Utilizing user output device (24), controller (14) could also display information 
pertaining to particular GDO systems (62) sequentially, such as photographs and/or 
descriptions, and prompt the user to provide feedback to the controller via user input 
device (22) until a system is identified corresponding to the user's system. 

In any event, via user input device (22), the user would then provide 
GDO system (62) information to controller (14), which would then identify (44) an 
activation scheme having at least a variable codeword format based on the GDO 
system (62) information. In that regard, FIGURE 6 depicts a simplified, exemplary 
block diagram of a user interface or input/output device for use in one embodiment 
of the control system (10) of the present invention, denoted generally by reference 
numeral 50. User input/output device (50) generally corresponds to the user input 
and output devices (22, 24) depicted in FIGURE 1. 

More particularly, referring now to FIGURE 6, and with continuing 
reference to FIGURES 1-5, user input/output device (50) preferably comprises a 
panel (52) having a plurality of buttons (54a, 54b, 54c). As previously noted, 
input/output device (50) is to be mounted and/or integrated, separately or together 
with other system (10) components, into the interior of an automotive vehicle (60), 
such as in a headliner, rearview mirror, sun visor, dashboard, console, pillar, 
steering wheel, door panel, panel, seat or any other interior vehicle location or 
locations accessible to a vehicle occupant. 

Each of buttons (54a, 54b, 54c) is provided with a backlight (not 
shown), such as a Light Emitting Diode (LED), so that buttons (54a, 54b, 54c) are 
easily seen, especially in low ambient light conditions, and so that buttons (54a, 
54b, 54c) may be used to provide feedback or output information to a user. In that 
regard, a number of different three digit codes may be used to represent the various 
manufacturers' GDO systems (62). As shown in FIGURE 6, input/output device 
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may be provided with three backlit buttons (54a, 54b, 54c) for use in inputting a 
particular three digit manufacturer's GDO system code. 

More particularly, backlit buttons (54a, 54b, 54c) may be used in any 
fashion, such as by rapidly flashing all three lights, to indicate to the user that the 
5 activation signal (18) received from the GDO system remote transmitter (72) does 
not include a fixed code, that additional information is required from the user, and 
that the system (10) is ready for entry of such information. In that event, the user 
first obtains the three-digit code representing the user's GDO system (62), such as 
in any fashion described above in the preceding paragraphs (toll-free telephone 
10 number, transmitter identifier, vehicle owner's manual list, website, prompting, 
etc.), or in any other fashion. 

Thereafter, or if a user knows the user's GDO system (62) is a 
variable codeword system, the three digit code may be input using the three backlit 
buttons (54a, 54b, 54c). For example, to enter a three digit code of "304," button 

15 54a may light independently, thereby indicating system (10) readiness to receive the 
first digit of the three digit code. The user could then depress button 54a three 
times in order to enter the number "3," and wait. A timeout timer (not shown) for 
buttons (54a, 54b, 54c) could then deactivate the light for button (54a) and activate 
the light for button (54b) after a predetermined time, thereby indicating system (10) 

20 readiness to receive the second digit of the three digit code. In order to enter the 
number "0," the user could then simply wait for the timer to timeout, deactivating 
the light for button (54b) and activating the light for button (54c), thereby indicating 
system (10) readiness to receive the third digit of the three digit code. The user 
could then depress button (54c) four times in order to enter the number "4," and 

25 wait. After timeout of the timer, the light for button (54c) could be deactivated, and 
the lights for all buttons (54a, 54b, 54c) could again be flashed rapidly to indicate 
successful entry into system (10) of the three digit code. 

Of course, a three digit code and three buttons (54a, 54b, 54c) are 
described herein as an example only. In that regard, it should be noted that the 
30 number of buttons (54a, 54b, 54c) provided need not match the number of digits 
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used in any code to identify manufacturers' GDO systems. It should also be noted 
that any number of digits could be used for a code to identify the various GDO 
systems, and any number of buttons (54a, 54b, 54c), or any other types of 
input/output devices, could be used to allow a user to provide input to and/or 
5 receive output from the system (10) in any fashion and according to any techniques 
known in the art. 

As is readily apparent from the foregoing description, input can be 
received from a user by system (10), and output can be provided to a user by system 
(10), using a single input/output device (50). However, as shown in FIGURE 1, 

10 separate user input and output devices (22, 24) could also be employed. In addition, 
input/output device (50) may alternatively comprise a touch-screen display (52), 
with areas (54a, 54b, 54c) provided for a user to touch in order to input 
information. In that regard, other areas of screen (52) could be devoted to 
providing information visually, such as photographs and/or text information, to a 

15 user, such as for use in identifying a particular GDO system (62) or prompting a 
user for additional information/action as previously described. 

In such a fashion, the user identifies the make and/or model of the 
user's GDO system (62), thereby narrowing the number of possible activation 
schemes for the GDO system (62). For example, a particular GDO system 
20 manufacturer may construct systems that operate on one of only a few frequencies 
and with only rolling codes generated with a particular encryption algorithm. 

Having input such information via user input/output device (50) to 
controller (14), controller (14) identifies (44) an activation scheme having a set of 
the various characteristics previously described, including at least a variable 

25 codeword format, known to be used for such a GDO system (62). Using particular 
stored encryption and/or crypt key algorithms (82, 84) associated with the variable 
codeword format, controller (14) then generates whatever encryption information 
may be required and, via user input/output device (50), prompts the user to place 
the GDO system receiver in a "learn" mode. Controller (14) then controls 

30 transceiver (12) to transmits an activation signal (20), thereby "training" the GDO 



-16- 



LEAR 0401 3 PUS 



system receiver (70) to the system (10), including transceiver (12), as previously 
described in detail above. 

In that regard, where the particular variable codeword format 
includes using a crypt key algorithm (82) to generate a crypt key (86) based on a 
5 manufacturer's key (80) and a random number or "seed" (89), controller (14) also 
controls transceiver (12) to transmit that random number or "seed" (89) for receipt 
by GDO system receiver (70) during the "learn" mode for GDO system (62), as 
described in detail above. This is preferably accomplished by controller (14) 
electrically duplicating the input which would result from the mechanical button 

10 pushes necessary for transceiver (12) to transmit the random number or "seed" (89), 
such that the transceiver (12) transmits that random number or "seed" (89) 
automatically. The automatic transmission of random number or "seed" (89) by 
transceiver (12) is preferably accomplished by interleaving data packets identified 
as "seeds" in a transmission to GDO system receiver (70). Alternatively, a user 

15 may activate buttons (54a, 54b, 54c) on transceiver (12) as required in order to 
transmit the random number or "seed" (89). Controller (14), via user input/output 
device (50), may also query the user to provide feedback as to whether or not an 
activation signal (20) transmitted by the system (10) successfully operated the user's 
GDO system (62). 

20 It should also be noted that each of buttons (54a, 54b, 54c) may be 

associated with a different user GDO system. That is, where a user has two or more 
GDO systems or security gates, as part of the initialization mode, the user may 
indicate which of buttons (54a, 54b, 54c) is to be associated with a particular GDO 
system (62) as a result of such initialization. Thereafter, in an operating mode, 

25 activation of that button (54a, 54b, 54c) by a user will cause controller (14) to 
control transceiver (12) to transmit the particular activation signal (20) for that 
particular GDO system (62), as described in detail above, the activation signal (20) 
comprising a stored carrier signal modulated by a generated variable codeword. 

As previously described, controller (14) preferably comprises a 
30 Digital Radio Frequency Memory (DRFM) (28). DRFM (28) may be used in the 
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system (10) and method (30) of the present invention to sample the carrier signal of 
a received activation signal (18), and/or for storing carrier signals for use in 
transmitting activation signals (20). In that regard, DRFM (28) may be pre- 
programmed, such as during system (10) set-up at a factory, with appropriately 
5 sampled versions of various known carrier signals. That is, DRFM (28) may be 
used to store a plurality of radio frequency carrier signals for use by controller (14) 
and transceiver (12) in generating and transmitting variable codeword activation 
signals (20). As also previously described, controller (14) also preferably comprises 
a processor (26). In that regard, processor (26) may be used to perform the various 
10 functions of controller (14) described above, and preferably includes a memory (not 
shown) for storing information concerning the various characteristics of activation 
signals for the variety of known GDO systems, including, but not limited to, carrier 
frequency information, data formats, manufacturers' keys, encryption and crypt key 
algorithms, and baseband and broadband modulation information. 



15 As is readily apparent from the foregoing description, the present 

invention provides a universal vehicle-based remote control system and method that 
does not require complex electronics within the vehicle, does not require wiring into 
the GDO system, and is more easily set up by a vehicle owner. The present 
invention provides a vehicle-based control system and method that is compatible 

20 with a wide variety of GDO systems, and is capable of interaction with a user to 
determine operating characteristics of the user's GDO system. 

While embodiments of the invention have been illustrated and 
described, it is not intended that these embodiments illustrate and describe all 
possible forms of the invention. Rather, the words used in the specification are 
25 words of description rather than limitation, and it is understood that various changes 
may be made without departing from the spirit and scope of the invention. 
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